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Module IV :  Data Communication, Networking & Internet
♠ Data Communication, Networking
( Introduction 

Communication means to send a message from one point to another point and ensure that the message is received properly at another point. Data communication provides the transfer of data and information between the computers. Though the computers are located at far distance the data transfer is possible with the help of communication. Here communication takes place in digital form.
The success of data communications system depends on four fundamental characteristics: Delivery, Accuracy, Timeliness.

1. Delivery: The system must deliver data to the correct destination.

2. Accuracy : The system must deliver the data accurately.

3. Timeliness : The system must deliver data in a timely manner. Data delivered late are useless. 

( Data Communication Components

Sender : Sender is the transmitting device. It is used to transmit the data from one terminal to another terminal or workstation in the network system. Sender may be a user computer or a specially designed computer.
Receiver : Receiver is used to receive data. It may be a user computer.

Medium : Medium is a communication device through which signals are transmitted.

Message: The message is the data to be communicated. It can be text, numbers, pictures, audio and video.
Protocol: A protocol is a set of rules for two devices to communicate. Communication is not possible without a protocol.

( Data Representation

Data (Information) today comes in different forms such as text, numbers, images, audio and video.

1. Text : Text is represented as a bit pattern, a sequence of bits (0s or 1s). For text representation American Standard Code for Information Interchange (ASCII) codes are used.

2.  Numbers: Numbers are also represented  by bit pattern. Here ASCII codes are not used but a number is directly converted into a binary numbers (0s or 1s).

3. Images: Images refers to the still pictures. Images are also represented by bit patterns.  In its simplest form, an image is composed of a matrix of pixels, where each pixel is a small dot. Number of pixels depends on the resolution.

4. Audio: Audio refers to the recording or broadcasting of sound or music. Audio is by nature different from text, numbers or images. Audio is in continuous form.

5.  Video: Video refers to recording or broadcasting of a picture or movie. Video can either be produced as a continuous entity or it can be combination of images, where each separate entity is arranged to convey an idea.

( Networking

Networking is the concept of sharing resources, services and applications. A computer network is a network of two or more computers which shares resources such as printer, fax, scanner, telephone etc. A computer network can also share information across a common transmission medium. The individual systems must be connected together through a transmission medium. Transmission medium is used to transmit the resource or service between the computers. All systems in a networking must follow a set of communication rules for sending and receiving data in a network. Communication rules are called as protocols.

 All networks must have the following:

· A resource to share (data, hardware and programs).

· A pathway to transfer data (transmission media).

· A set of rules of communication (protocols).

The goal of computer networking is not only to exchange data, but to understand and use the data received from other entities in a network.

( Types of Networks
LAN  (Local Area Network)
· It is a small network of connected computers, where in computers are connected to each other physically with the help of wire or cable. (Though now a days there are wireless LANs, they come under WIRELESS NETWORK and not LAN.)
· Each computer may work with peripheral devices such as printer, data storage devices.

· Connected computer may work with peripheral devices such as printer, data storage devices.

· Connected computers must be within certain radius limit; generally one kilometer. In other words LAN is confined to a small area.

· In LAN at least one computer is designed as file server. In some LAN file server is referred to as network drivers.
· The microcomputers managed by the file server are called as workstations or nodes.

· In LAN resources such as printers, data storage devices, software etc. can be shared.

· The file server manages the communication and sharing of peripheral devices.

· If required, LAN can contain more than one file server.

· Data transfer speed is measured in mega bytes per second (mbps) (10 mbps or so).

· Two or more LANs can be connected to each other with the help of Bridges or Gateways.

· LAN is generally owned by an organization. (Private Owned)

MAN (Metropolitan Area Network)

· It is a bigger network of connected computers, where in computers are connected to each other physically with the help of fiber optic cable.

· Each computer may work with peripheral devices such as printer, data storage devices.

· Connected computers must be within certain radius limit; generally 40 to 60 kilometer. In other words MAN is confined to a bigger area.

· Generally MAN contains more than one file server.

· The microcomputers managed by the file server are called as workstations or nodes.

· In MAN resources such as printers, data storage devices, software etc. can be shared.

· The file server manages the communication and sharing of peripheral devices.

· Data transfer speed is measured in mega bytes per second (mbps) (20 mbps or so).

· Two or more MANs can be connected to each other with the help of Bridges or Gateways.

· LAN can be connected to MAN.

· MAN is generally not owned by single organization.

WAN (Wide Area Network)

· It is a large network of connected computers, where in computers are connected to each other with the help of various communication facilities such as long distance telephone services, satellite transmission, under sea-cables etc.

· Each computer may work with peripheral devices such as printer, data storage devices.

· WAN covers wide geographical area. The connected computers can be anywhere in the world. 

· Generally WAN contains more than one file server.

· The microcomputers managed by the file server are called as workstations or nodes.

· In WAN resources such as data storage devices, software etc. can be shared.

· The file server manages the communication and sharing of peripheral devices.

· Data transfer speed is slow, it is measured in kilo bytes per second (kbps).

· Less freedom as compared to LAN, because public telecommunication is involved.

· MAN can be connected to WAN.

( Network Structures

1. Peer to Peer Network: Peer to peer network consists of a group of PCs which can be a client or server. Each PC is called a Peer. Each peer shares resources such as files and printers. Each peer can act as a client or a server. There is no dedicated server. Each peer is responsible for its own security. The peer relationship also means thet no one computer has any higher priority to access shared resources on the network.

Peer-to-peer network is used for small networks having less than 10 computers. Peer to peer network provides alternative where server administration is a complex task. Peer to peer networks are generally much smaller and simpler than server based networks.

Advantages of peer to peer network:
(a) Peer to peer network is simple to operate.

(b) There is no differentiation between client and server.

(c) Useful for small networks.

2. Client/Server or Server based Network: In server based network, resources are located on a central server or a group of servers. Client PC issues requests to a server to get services. The server’s function on the network is to provide the service to these requests.

Server machine has a faster CPU, more memory and more disk space than a typical client machine. In server based network, the role of the client is to issue requests and role of the server is to service requests. 

The server based network model is more efficient because hardware resources are concentrated on network servers and client computer can be designed with minimum hardware configuration.


Advantages of Client/Server network:
(a) Client/Server network is suitable for long network where more than 10 machines are used.

(b) Client/server network model is more efficient than peer to peer network.

(c) Server is faster having more disk space.

(  Topologies

1.
Star topology: In star topology, several computers are connected to one centralized computer. A central computer is also called as hub. The server receives signals from other network devices, to get a particular service. Then server routes the signal to the proper destinations. The server operates as a switch to establish connections between workstations. If one computer transmits the information to another, it can be done by sending the details to the central computer.


The size and capacity of the network is a direct function of the power of the central workstation. The star topology eliminates the need to take routing decisions fro each workstation. All message routing is localized in the central computer.


Star network is used in banking sector for centralized record keeping in the on-line branch office environment.
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Advantages of Star topology:
a. Ease of service: Star topology has number of concentration points which are either at the central node or at the intermediate node. This provides easy access for service of reconfiguration of the network.
b. One device per connection: In the star topology, since all nodes are connected separately to the server or hub, so if connection between a particular node and server fails, it will not affect the functionality of other part of network.
c. Centralized control: The central node (hub) is directly connected to other nodes in the network. So all the power is exercised by hub.
d. Simple access protocols: Star network involves only the central node and one peripheral node. So connection problem regarding the control of the medium for transmission purpose is easily solved.

Disadvantages of Star topology:
a. Long Cable length: In star topology, each node is directly connected to the server or central computer. So it requires a large quantity of cable.
b. Difficult to expand: The addition of new node requires a connection to the central node. Problem can arise as a longer cable length is needed.

c. Central node dependency: If the central node in a star network fails, the entire network will collapse.
2.
Bus topology: In bus topology, each computer is connected to a single communication cable via the interface. In bus topology, it is possible for every computer to communicate with every other computer in the network.
Most bus networks broadcast signals in both the directions, so it enables for all devices to receive the signal directly. However, some buses are unidirectional when signals travel only in one direction.
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Advantages of bus topology:
a. Short cable length: In bus topology, a single data path connects to all the nodes. So it requires a very short cable length to connect all the nodes.
b. Easy architecture: The bus architecture is very simple. It contains a single cable through which all data passes and to which all the nodes are connected.
c. Easy to extend: It is possible to connect additional nodes easily in the existing bus network.
Disadvantages of bus topology:

a. Difficult to diagnose a fault: In bus topology, all the terminals are connected to the common bus. Also the control of the network is not centralized in any particular node. So it requires detecting a fault from many points in the network.
b. Fault isolation is difficult: If the fault occurs in the network itself then entire segment of the bus must be disconnected.
c. Ring topology: In ring topology, several computers are connected to each other in as closed loop. All the nodes are placed in a circle.

3. Ring Topology : In the ring topology, the data travels around the ring in each station until it arrives at the required station. Each device acts as a receiver and transmitter and passes the signal to the next device on the ring. Messages travel from workstation to workstation in a round robin fashion.

Token passing access method is used in ring topology. The token passes around the ring and the only node that holds the token can transmit data. In order to receive messages, each workstation must be capable to recognize its own address. The information flow may be unidirectional or bidirectional. In a loop, one workstation is designated as a server which is responsible to access and control the transmission of data in a network.
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Advantages of ring topology:
a. Short cable length: In ring topology nodes are connected in a circular ring. Hence amount for cabling required is less.
b. No wiring closet space is required: In ring topology, only one cable is connecting each node to its immediate neighbours. So it does not require allocating space for wiring closets.
c. Suitable for optical fibres: In ring topology, traffic travels in one direction. So it is easy to use optical fibre as a medium of transmission. Also data transmission speed is increased by using optical fibre.

Disadvantages of ring topology:

a. Node failure causes network failure: In ring topology, the data travels through all connected nodes in the ring and then it will reach a required node. If one node fails to pass data through itself, then entire network will fail.
b. Difficult to diagnose faults: Failure of one node will affect the entire network. To find a faulty node, it requires examining a series of adjacent nodes.
c. Network reconfiguration is difficult: In ring topology, to add a new node or to delete a node in a network is difficult job. Also it is difficult to remove a particular node from the existing network.

(  Network Media

1. Twisted pair cable: Twisted pair cable consists of copper cable. It is used to connect terminals and other low-speed data equipment to the mainframe computers.
A basic twisted pair cable consists of two strands of copper wire twisted together. This twisting reduces the sensitivity of the cable. Twisting also reduces the tendency of the cable to radiate radio frequency noise.

When two wires are in close proximity, the signals in each wire tend to produce cross-talk in the other. Twisting the wires in the pair reduces cross-talk.

A twisted-pair cable is used to connect a PC to HUB. Two types of twisted-pair cable is used in LANs shielded twisted pair (STP) and unshielded twisted pair cable. Twisted pair cables are widely used in telephone network.
2. Broadband co-axial cable :  Co-axial cable consists of  a single conductor at core, surrounded by an insulating layer, metal shielding  & outer cover sheath. The networking signals that the co-axial cable carries travel over the central conductor & remaining elements protect co-axial cable from external influence. If the insulation is absent or gets damaged there are chances of short circuit. co-axial cable is mostly used in Cable TV network. It can transmit data most efficiently for a limited geographical area and hence it is most preferred in LAN Network.
3. Optical fibre  : Optical fibre is used to conduct the data over several kilometers. Optical fibre cables do not transmit electrical signals. Instead data signals are converted into the light signals. The end of the cable that receives the light signal must convert the signal back to an electrical form.

Optical fibre supports high data rates as 2,00,000 Mbps with long cable runs. Optical fibre is capable of carrying signals for several kilometers.

A center conductor consists of a highly refined glass or plastic which is designed to transmit light signals. The glass width is similar to the width of hair. The fibre is coated with a cladding which reflects signals back into the fibre to reduce signal loss. Cladding also provides physical protection to the fibre. Plastic sheath at the outer side provides the additional protection to the fibre.
4. Microwave : Microwave is a wireless type of communication. Microwave signals are similar to radio and television signals which are used to transmit data without use of cables. Microwave signals are transmitted by antennae placed on top of buildings or mountains. Microwave signals use the upper atmosphere as a reflective surface. Range of transmission is limited to about 30 miles. To transmit over longer distances, it is necessary to bounce the microwave signals through a chain of towers.

5. Satellite communication: The first use of a satellite in a communication was made in 1960 when Echo satellite was launched by NASA. Communication takes place with satellite that operates in geosynchronous orbits 22,300 miles above the earth. Satellites are located above the fixed points on earth.

Transmission station and receiving station uses antenna to communicate with satellites. Transmitter which is on the earth, transmits microwave signals at 6 GHz to the satellite positioned in space. When the signal reaches to satellite, it becomes weak due to 36,000 kms. of travel. The satellite amplifies the weak signal and transmits it back to the earth at a frequency of 4 GHz. This signal is received at a receiving station on the earth.
( Network Hardware

1. Hubs : It is an electronic device used to centralize network traffic through a single connecting point. Hubs are also known as concentrators or multi point repeaters. It manages the cabling in the network and sends signals to other components on the network. 



A hub contains multiple ports. When a packet arrives at one port, it is copied to other ports so that all segments on the LAN can see all packets.

Types of Hubs :

a. Passive Hubs : This type of Hubs simply maintains the connection in between different network segments. It simply acts as electrical extension board of different sockets in between server and different nodes through which data transmission is possible. There is no signal processing or regeneration of signal. It does not boost or amplify the signals. With use of such hubs cabling distances are minimized.

b. Active Hubs : It is same as that of passive hub except that it consists of electronic components and the circuit which can boost or regenerate data signals. They may work as repeaters and are called as multi port repeaters.  

c. Intelligent hubs :  In this type of hubs, active and passive qualities are present. It can control network management and select intelligent path for selection of signal passing. It can perform automatic switching functions. 
2. Modems: Modem stands for modulator and demodulator. Modem is required to transmit the data in the networking especially in case of internet. Any two computers not necessarily connected to internet can communication over telephone line by using modems.


For internet connection, hardware requirements are computer, phone-line and modem. Standard telephone lines can transmit only analog signals. However computer can store and transmit data digitally. In such situation modem transmits digital signals from computer, converts it into the analog form and then sends these signals over telephone lines. This process is called as modulation. 


At the receiving side, the modem converts analog signal from telephone lines into digital form and then sends these signals to the receiver station. This process is called as demodulation.


The speed of modem is measured in bits per second (bps). It indicates how many bits a modem sends in a given second. Today 56.6 kbps (kilo bits per second) is the preferred standard for modem, which communicates over the internet.

Two types of modem are 

1. Internal Modem

2. External Modem

3. Bridges :
· Bridge is collection of Hardware & Software facilities, which enables devices on one network to communicate with devices on another, similar Network.
· The main task of a bridge computer is to receive and pass data from one LAN to another.

· Bridge can connect network that employ similar protocols & topologies.

· Bridge can act as a repeater as well as a link.

· Bridge does not provide management facilities.

4.  Switches :

· Switches are combination of hardware and software devices, which are used to direct messages across a network.

· Switches create temporary point to point links between two nodes on a network and send all data along that link. 

5. Routers :

· Routers are combination of hardware and software devices, which are used to direct messages across a network.

· Router can connect network that employ similar protocols and topologies.

· Router is similar to bridge but have the added advantage of supplying the user with network management utilities.

· Routers not only pass on the data as necessary but also select appropriate routes in the event of possible network malfunctions or excessive use.

· Routers also provide security elements.

( Network Protocols


Each network requires protocol, which is set of rules for two devices to communicate.

Transmission Control Protocol  /Internet Protocol (TCP / IP)

A set of networking protocols widely used on the Internet that provides communications across interconnected networks of computers with dissimilar hardware architectures and various operating systems. TCP / IP includes standards for how computers communicate and conventions for connecting networks and routing traffic.

Open System Interconnection (OSI) Model

· An ISO (International Standards Organisation) standard that covers all aspects of network communications is the Open Systems Interconnection (OSI) model).

· An open system is a set of protocols that allows any two different systems to communicate regardless of their architecture.

· The purpose of the OSI model is to show how to facilitate communication between different systems without changing the hardware or software.

· The OSI model is not a protocol; it is a model for understanding and designing a network architecture that is flexible, robust and interoperable. 

♠ Internet


Internet is a network of computers. It was conceived by the Advanced Research Projects Agency (ARPA) of the US government in 1969 and was then called the ARPAnet. Initially, it was used for military and research purposes. Later it was extended to the public and came to be called the World Wide Web (WWW).

Internet is to information what telephone is to voice. Internet is a facility that enables you to reach across to anybody across the world with a computer and an Internet connection.

(  Types of Connections

It is possible to connect to Internet in two different methods (1) Dedicated Higher Capacity Lines (Direct Access) and (2) Dialup Telephone Lines. Sharing of connection is possible if you are having a network i.e. single connection can be used two or more computers.

Dedicated Higher Capacity Lines (Direct Access)

· In this case, a telecommunication line is leased from ISP (Internet Service Provider), which connects the Internet directly to the user computer.

· It provides exclusive 24 hours connection to the Internet.

· Data transfer speed is high.

· It is expensive than dial up telephone lines.

Dialup Telephone Lines

· In this case, a customer dials in ISP (Internet Service Provider) through modem over a public telecommunication line.

· It provide connection to Internet from connection time till disconnect time.

· Data transfer speed is relatively slow.

· It is cheaper than dedicated lines.

· There are three types of dial up access (a) Terminal Access (b) TCP / IP Access and (c) ISDN dial up Access.

a.  Terminal Access (Shell Accounts)

· We can see only plain text on our screen; no graphs and no pictures.

· It is also called as student account.

· Plain text browser like Lynx can be used in shell accounts.

· It is cheaper than TCP / IP.

b.  TCP / IP Access (PPP / SLIP Account)

· We can see text, graphics and pictures.

· A graphical browser like Internet Explorer, Google Chrome, Mozilla Firefox etc is required.

· Basic protocol required is TCP / IP and additionally, higher level PPP / SLIP protocol is used for this account. (PPP stands for Point to Point Protocol and SLIP stands for Serial Line Internet Protocol)

c.  ISDN dial up Access (Integrated Services Digital Network)

· It is same as TCP / IP access but provides faster data transmission.

· ISDN line gives better and error free transmission.

· It is expensive than TCP / IP.

( World Wide Web (www)

It is collection of web sites on Internet that uses the hypertext transfer protocol (http) to transfer documents between its computers. Documents can be in the form of text or numbers or images or audio or video or combination there off. WWW could be very simply defined as a universal database of knowledge.

( Web Site
· A web site is a specific location on the WWW where information and details pertaining to company / individual who has put up the site are available.

· Web site is a collection of web pages.

· The first page (Opening page) of the web site is known as home page.

· Web pages are created by using hypertext mark up languages (HTML).

· The web page is a document that contains links to other web pages, graphic, audio files etc. These links are called as hypertext links or hyperlinks.

· Each web site is having unique address. You can go to a Web site of your choice by typing the address of the company  /individual you want.

· Web site address should be in the form of Host-subdomain.domain.

( Browsers
An Internet Browser or a Web Browser is software which helps the user to display and interact with text, images and other information typically located on a web page at a website on the WWW. Examples of some popular web browsers are Internet Explorer, Mozilla Firefox, Google Chrome, Opera and Apple Safari.
( E-mail (ELECTRONIC MAIL)

Sending or receiving a document over internet is called as e-mail. The document can be in the form of images, audio, video or text. To send e-mail you must have e-mail address (e-mail id) of a person to whom you want to send an e-mail. It is one of the fastest and cheapest modes of communication. Long documents, spreadsheets, images, audio even video can be sent along with e-mail as attachments.

It is possible to send the same message to several people. You can read or type e-mail online or off line. You can forward the message to others without retyping. You can take printout of your e-mail. You can scan the mail for viruses using anti virus software. You can delete e-mail. Over the Internet, e-mail is sent using Simple Mail Transfer Protocol (SMPT) or Post Office Protocol (POP).

An e-mail address (email-id) should be in the form of username@host.subdomain.domain
For example abcxyz@rediff.com Here abcxyz is username, rediff is host, com is sub domain & in is domain.
SMTP : ( Simple Mail Transfer Protocol ) 

SMTP sending email messages between servers. Most email systems that send mail over the Internet use SMT to send messages from one server to another; the message can then be retrieved with an e-mail client using either POP or IMAP. SMTP started becoming widely used in the early 1980s and still seen occasionally, most often in mail protocols. Send mail was one of the first mail transfer agents to implement SMTP. If mail delivery fails, send mail will queue mail messages and retry delivery later. 

POP : (Post office protocol ) 

POP is protocol used to retrieve email from a mail server. Most email applications (sometimes called an email client ) use the POP protocol. It allows the user to retrieve mail from the ISP. Mail retrieval is a client server application. The Post office protocol defines how your email client should talk to the POP server. 

It somebody sends you an email it usually cannot be delivered directly to your computer. The message has to be stored somewhere, through it has to be stored in a place where you can pick it up easily. Your ISP (Internet Service Provider) is online 24 hours on 7 days of the week and will do that job. It receives the message for you and keeps it until you download it.
( Blogs
A blog is a short form of the term web log. It is a type of website, generally maintained by an individual with regular entries of commentary, descriptions of events, or other material such as graphics or video. Entries are commonly displayed in reverse-chronological order. With blog one can share his / her thoughts & feelings instantaneously with friends and fans.

Many blogs provide commentary or news on a particular subject; others function as more personal online diaries. A typical blog combines text, images, and links to other blogs, Web pages, and other media related to its topic. The ability for readers to leave comments in an interactive format is an important part of many blogs. Most blogs are primarily textual, although some focus on art (artlog), photographs (photoblog), sketches (sketchblog), videos (vlog), music (MP3 blog), and audio (podcasting). Micro-blogging is another type of blogging, featuring very short posts.

( IP Addresses
The Internet uses TCP / IP as its basic protocol. Every computer on the Internet has a unique IP address. An IP address consists of a set of 4 decimal numbers separated by dots. For example 203.197.7.66 is an IP address. Each number can be between 0 and 255 (8 bits).

IP addresses are divided into 5 classes as follows:

The first of the four IP decimal numbers determines the class of the address.

( Domain Names
The three or two letter code indicating whether the address is a business (.com), a non profit organization (.org), a university (.edu), a branch of the government (.gov), a part of the military (.mil), and international organizations (.ing), academic institution (.ac), India (.in), England (.uk), Australia (.as) and so on. 

For end user domain names are in text form because it is easy to remember but for computer it is in number form (IP address).

( Uniform Resource Locator (URL)
URL is address of an individual web page. It is used to access a particular web page on a particular web site. It is in the form of http://host.subdomain. domain/optional-path/optional filename.htmp. A point of fact is that, a Web site address is also a URL; for the Home page of that site.

For example http://www.mu.ac.in/res_comm.html takes you directly to the web page of commerce result instead of home page of Mumbai University other wise you go to the home page and follow the links to reach to the web page of commerce result. URL will save the trouble of following the links. http://www.mu.ac.in is also a URL for home page of Mumbai University.

( Searching the Web
It is not always easy to find what you want on the Web. That is because there are millions of web sites and each of them is having many web pages. There are various ways of searching the web pages. The most commonly used Web-based search tools are

Directories: A directory helps you to search for information by selecting categories of subject matter. The directory separates subjects as categories, then sub categories and so on till a list of Web sites is provided.

SEARCH ENGINES: A search engine is a program or web page on a web site that helps you to search an Internet site or the entire Internet for a specific key word or words. The search engine then displays a list of Web pages that contain information related to the key word/s. Search engines are also called as Web crawlers or spiders.
Examples: google.com, msn.com, inditimes,com, yahoo.com, inforseek.com, alvavista.digital.com etc.

ADVANCE SEARCH: To overcome the problems of duplicate and irrelevant results, many search engines provide a set of advanced search options. Advance search is possible (by clicking at Advance Search option) with search engine.

BOOLEAN SEARCH: Most of the search engines allow special words, called Boolean operators. Boolean operators are used to modify your search condition. Boolean operators are AND, OR, NOT. You can use these Boolean operators along with key words in the search text box. Many search engines use implied Boolean operators by default. Some of them will use OR as default Boolean operator whereas, some of them will use AND as default Boolean operator. It is better practice to use Boolean Operator in your search condition. Boolean operators are not supported by some search engines in that case you can use advance search.

META SEARCH ENGINES: The Meta search engine is software which can search through many Internet search engines simultaneously. The user search request is sent to number of search engines like google, msn, indiatimes, yahoo.etc. The user can check the results obtained from the multiple searched and then connect to any web page he wants. Every search engine has a specific format in which it should receive the search request. The Meta search engine knows the exact format required by every search engine therefore it will forward the search request in proper format to the search engine. The advantage of the Meta search engine is that the user does not have to know the formats of the different search engines.  
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